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Socio-technical systems (STS) analysis has provided us with a powerful framework with

which to analyse the reasons behind the poor acceptability, uptake and performance of

many information or communication technology systems (ICT). However, for the contribu-

tion of STS thinking to be more than simply a means of critiquing current practices and

1

S
t
t
e
h
d
S
a
o
e
o
s

t
f
y

1
d

eywords:

uman–computer interaction

nformation system design

nformation system evaluation

ocio-technical systems

ICT systems, it needs to also contribute to the process of developing new and more effec-

tive ICT systems. Specifically, we need to develop a formal design language for translating

our insights about the socio-technical nature of work, into design specifications that result

in better interventions in the work place. We need to get ‘technical’ about what we mean

and about what we want from a design, and we need to work alongside technologists to

shape technology, as well as the processes, organisations and cultures within which they

will be embedded. Indeed the process of design itself can be seen as a socio-technical one,

and understanding the decision to design itself may allow us one day to stop designing for

people, and create STS that sustainably design themselves.

© 2006 Published by Elsevier Ireland Ltd.

. Introduction

ocio-technical systems (STS) science has arisen in response
o the challenges of understanding complex technical sys-
ems that are embedded in a human world [1]. Even the most
xquisitely designed technical artefact, if it comes past human
ands, ends up performing in contexts undreamt of by its
esigners, and behaving in ways it was not meant to [2].
ometimes the unexpected interactions between humans and
rtefacts produce wonderfully unanticipated serendipity, but
ften the unexpected outcome is a problem. Unanticipated
rrors, system failures, cost overruns and break-downs all can
ccur because a technology is used, or misused, beyond the
trict constraints of its formal design specifications.

The socio-technical view attempts to understand the con-
ribution of phenomena at the human social level to the per-
ormance of technical systems. Socio-technical systems anal-
sis has provided us with a powerful framework with which to
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analyse the reasons behind the poor acceptability, uptake and
performance of many information and communication tech-
nology (ICT) interventions [3]. Perhaps because health care
systems are so dependent on complex human organisational
structures, they seem particularly suitable to socio-technical
analysis [4]. Information technologies seem crucial to the
development of sustainable health services, but every IT inter-
vention seems to generate an unanticipated consequence. It
is with some concern that many now are recognising that the
unanticipated consequences of IT use in health care include
mishaps and errors that may have negative consequences on
patient care [5].

Yet, perfect or not, information technology is no longer
an optional extra. If health services in developed nations are
to be sustainable over the next few decades, they will have
to increase their efficiency, in the face of a decreasing work-
force, an ageing population, and a diminished resource base
[6]. It is clear that the types of system needed to do more
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Table 1 – Health informatics: the sacred and the profane
(a non-exhaustive comparison)

Sacred Profane

The computer Paper
The EMR Politics
Terminologies User complaints
System architectures System implementation
Intelligent decision support

technologies
System failures

with less will need to include elements of process automation,
knowledge management and enhanced communication and
interaction between health care workers. Individual health
workers, unable to ever read or master the growing biomedical
literature or ‘bibliome’, will be ever more reliant on contacting
others with special expertise, or using intelligent computa-
tional systems to retrieve, synthesise and then act upon the
distributed human knowledge base. Consumers inevitable will
have a greater onus upon them to be more active and knowl-
edgeable participants in the process of health care, and will
thus have similar needs. Future health services and systems
will also need to be ‘designed’ to be certifiably safe and effi-
cient, unlike the present day, where the state of the art is a
catalogue of avoidable deaths or misadventures for patients
experiencing the unanticipated consequences of care in a
complex unsafe system.

Much of the growing STS literature in health informatics is
focussed at the phenomenological level, identifying the types
of socio-technical interactions that occur when humans use
IT in health settings. STS analysis is slowly revealing a hidden
layer of phenomena that are wrapped around IT implementa-
tions, shedding light on why apparently well-intentioned sys-
tem designs end up being rejected by their users, or why they
under-perform or fail. Often STS thinking is used as a means
of critique, pointing out the limitations of technology-driven
thinking, when faced with the deep complexity of human
social and organisational structures. STS research thus often

times seems that technologists are to blame for not designing
for all the ways in which their systems are misused.

Socio-technical systems thinking needs to be much more
than simply a means of critiquing current practices and ICT
systems. It needs to also contribute to the process of devel-
oping new, safer and more effective ICT systems. What is
therefore needed is a way of describing events at the socio-
technical level, connecting them to system behaviours and
then to artefact design [7]. Specifically, we need to develop
a formal design language for translating insights about the
socio-technical nature of clinical work, into design specifica-
tions that result in better interventions in the work place. We
need to get ‘technical’ about what we mean when we describe
socio-technical events, ‘technical’ about what we want from a
system design, and we need to work alongside technologists
to shape technology, as well as the processes, organizations
and cultures within which they will be embedded.

2. Getting technical about describing
socio-technical processes

Technical systems have social consequences, and social sys-
tems have technical consequences [6]. Any descriptive logic
we might choose to develop for socio-technical systems needs
therefore to be able to describe social processes and events,
as well as technical system behaviours and the way technical

ach l
eschews the sacred informatics ground of technology to exam-
ine the profane issues of people, failure and implementation
(Table 1).

However, STS analysis can at its most extreme become
a form of socio-ludditism, an anti-technology belief that
because technology in human hands under-performs or mis-
behaves, it must be bad. Where once users were to blame when
technology was not used the way it was designed, it now some-

Fig. 1 – Four levels of information system design, with e
form and function are related to design. Our descriptive logic
also needs to clearly describe how each articulates with the
other.

One simple way to conceptualise this description space is
as a series of layers [2], each embedded within the other (Fig. 1).
Each layer has its own intrinsic properties, and built artefacts
in each layer may have unexpected behaviours when influ-
enced by events in the layers above it. Equally, phenomena in
any one layer are always constrained by what has been engi-
neered in the layers beneath:

1. Algorithms, which in essence are any formal representation
of a process to do something, are put at the core. Algo-
rithms might codify how a clinical process is executed, how
a drug dose is calculated, or the protocol for deciding who
can be consulted to answer a question. There are many
formal methods for deciding if an algorithm is complete
or correct, and these methods are the province of decision
science, logic and mathematics.

evel embedded in the following one (from Coiera, 2003).
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2. Computer programs are a computational representation for
our algorithms, so that the algorithm can be executed in a
machine environment. Theoretical computer science pro-
vides us methods for deciding if the algorithm, when exe-
cuted on a computer, will ever come up with an answer,
how long that might take if it does, and different ways to
design programs so that they are easy to write, to maintain,
and to test that they are error free.

3. Human–computer interaction (HCI) theory provides us with
the physical and metaphoric ways that an individual
user can interact with a computer. Keyboards, mice, hap-
tic surfaces and eye tracking are all physical ways that
human intentions are transduced into something a com-
puter understands, and icons and windows are examples
of metaphors for actions and structures in the informa-
tion space that are easily understood and operated by
humans. HCI provides us with the means to study how
people work, and how identified user needs can be trans-
lated into an interaction design that will describe how human
and computer will work together. The science of HCI is
cognitive science, which provides a rigorous framework
for understanding how humans process information, and
the resources like memory and attention (typically lim-
ited) that humans can bring to an interaction with a
computer.

4. Socio-technical systems analysis focuses on the way interac-
tions between humans restrict or shape interactions between

o
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sionally what is presented as an STS analysis of clinical
work-practices is really an HCI analysis. HCI researchers are
focussed on the cognitive resources, limitations and capa-
bilities of individuals, but STS researchers add in the extra
dimension created when additional human agents shape the
responses available to an individual using a system. A beauti-
ful interaction design, shaped to fit the needs of individuals,
may perform poorly when placed in a social setting where
other agents interrupt, competing for attention, time, and
scarce cognitive resource, or when cultural biases or social
norms shape the responses and beliefs of individuals to the
technology.

For example, the design of electronic health records (EHRs)
typically focuses on the interaction between a single clini-
cal user and the record that is being written or read, and the
implicit goal is to optimise the process of information capture,
and the re-use of that information in other systems for other
purposes. But alternate conceptions are possible. For exam-
ple, others populate the same interaction space as the user
of an EHR. Indeed, in many settings the EHR user is often not
the unique author, but is recording the result of a discussion
with colleagues in their team. If the goal of the record system
design is to obtain the highest quality information, then it may
make much more sense to focus on events before the point of
information capture, rather than focussing on improving the
quality just at the capture stage. For example, it may be more
important to support the collaborative discussion between

com
humans and technology. People’s behaviour is firstly shaped
by the intrinsic social nature of the human animal.
Research has clearly demonstrated how we apply the social
rules used to govern human-to-human interactions, to
our interactions with technology [8]. People’s behaviour
with technology is also clearly shaped by what is hap-
pening concurrently in the social domain. Our willing-
ness to adopt a system, or adopt safe usage practices,
or educate ourselves in system capabilities, is modi-
fied by the attitudes of others to these behaviours. Our
capacity or willingness to allocate cognitive resources
assumed by HCI design at level three is determined by
who else we are currently interacting with at the social
level.

If we adopt this four level framework, then we need
nly develop a descriptive logic for level four, and inherit
he many existing frameworks from the previous three lay-
rs. It makes no sense, for example, to recreate the cogni-
ive frameworks applied in HCI theory, but to simply adopt
hem. The framework also makes it clearer what is ‘new’
bout STS studies (Table 2). It seems, for example, that occa-

Table 2 – Attributes of socio-technical systems (STS) design
design considerations

HCI

Allocation of agent resources for a transaction, e.g. work-
ing memory, attention, awareness, time, . . .

Decision biases and beliefs
Knowledge gaps internal to agent
clinicians than to over-engineer the act of record transcription
into the system. Similarly, electronic prescribing systems have
been shown to over-engineer the interaction between pre-
scriber and computer, and ignore the collaborative discussions
that would ensure that the prescriber has made an appropri-
ate decision [9,10]. Forcing doctors to prescribe at a computer
terminal, disconnected from their colleagues, by definition cir-
cumvents the traditional bed-side discussions between doctor
and nurse that often provide crucial information that informs
the prescription of medication.

Another clear but daunting message from this analysis is
the broad number of other disciplines that we could or should
be aware of when considering socio-technical designs, and
also reminds us to avoid reinventing them. The other much
more exhilarating message is that, whilst levels one through
to three are all now well established disciplines in their own
rights, the socio-technical space is still relatively unexplored,
and ripe for research. If there is going to be invention and dis-
covery is health system design that has broad value to others
beyond the world of healthcare, then it may very well come
from the socio-technical science we develop in health to serve
our own needs.

pared to standard human–computer interaction (HCI)

STS

Competition for agent resources by external agents and
transactions (cognitive, task priority, time, . . .)
Cultural biases and social norms
Knowledge gaps between agents (common ground)
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3. Getting technical about socio-technical
system design

When shaping artefacts that are to be used in organisational
settings, we do not just design technology, we have to design
entire socio-technical systems [6]. In other words, the objects
of our design are not just specific protocols, or technolo-
gies, or even individual human–technological interactions, but
include an attempt to shape, or at least accommodate, the
social environment.

Design and evaluation are entwined processes, which,
respectively, shape artefact design or requirements for design
(Fig. 2). Evaluation methods are now usually understood to
be either formative, exploring the kinds of needs that might
exist, or summative, testing whether these hypothesised needs
have been met or need to be revised [11]. Similarly we might
describe designs as either being provocative, used as a means
to generate responses from people to illuminate their needs,
or summative, attempting to meet the needs that have been
understood.

Everything is designed to meet some purpose, within some
context [2]. Theories of context thus shape what we choose
to account for in design and testing. One potentially power-
ful theoretical approach is to see organisational context as a
multi-agent universe, with interactions between agents medi-
ated by technologies, and commitments to particular tasks,

might have been interrupted by other people, or indeed other
software elements, competing for their attention, memory
and time. Seeing context shaped by scarcity of resources thus
allows us to conceive of design goals targeted towards sys-
tem effectiveness and safety, but should also be rich enough
to handle design goals like sustainability, flexibility and
adaptability.

Consequently our logic of design must take account of con-
text, and specifically resources and competition for resources.
Designing just for an individual using a system implicitly
makes an assumption that the individual is completely com-
mitted to the task of using our system. This single-task assump-
tion might make sense ‘in vitro’ when developing a design in
controlled or closed-system test settings, but breaks down ‘in
vivo’ when our informatics interventions are used in complex
or open system organisational settings.

In an open environment, the commitment of agents to
a task is always conditional. The process of STS design is
thus challenging because we must make assumptions about
resources, competition and commitment of agents, and these
assumptions inevitably shape a design’s purpose. Several dif-
ferent design strategies seem possible to accommodate these
uncertainties:

• Maximising: Designs might take a normative strategy, mak-
ing optimistic or best-case assumptions about resources,
because there is no real downside if resources get taken

ent
agents or tools are shaped by scarcity of resources, and the
resultant competition for them [7]. With this theory of con-
text, evaluation of the performance of a STS only makes sense
if there is an account given of the resources that are avail-
able in the environment and the competition that occurred
for those resources at the time of the evaluation. For exam-
ple, one would not attempt to measure how long it takes to
carry out a task using a piece of software in a clinical set-
ting without knowing whether the person using the software
was also busy with other tasks at the time, and whether they

Fig. 2 – Evaluation and design shape the framing of requirem
description of task needs through to social setting.
away for a while, or if things are not as they ‘should be’.
A word processing package does not need to assume the
complete attention of its user, and if a user is involved in
multiple tasks that divert them from writing the document,
the application’s purpose is not critically subverted. On the
other hand, if document creation is time or mission critical,
then other resource assumptions might need to be factored
into the design.

• Satisficing: Designers might want to recognise that resources
levels may vary from time to time, and so shape their design

s and artefacts, at each level of design from algorithmic
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to perform satisfactorily on average. Accounting for the ebb
and flow of resources over a population of people or series of
interactions requires some assessment of the typical work
context, and an acceptance that sometimes, system perfor-
mance will be less than ideal. The designer of an electronic
prescribing package will not know exactly how much time
each doctor has to use their system, but by measuring typi-
cal times that satisfy the needs of most users, they are likely
to get their design right for most occasions.

• Minimising: The design may make pessimistic or worst-case
assumptions, so system performance is never compromised
if resources are taken away for a period. In safety-critical
settings, this may be the best choice. For example, the
design of an alert system that passes on life-critical infor-
mation would not assume that just because the alert had
been generated that it had been noticed. The designer might
want to assume that messages are not always noticed, and
incorporate a feedback look where the reader acknowledges
message receipt, and willingness to act on the message.
Failure to get receipt in a specified time might generate a
new alert, perhaps using different channels, or be sent to
different agents. The design of safety-critical systems has
received much attention in other disciplines, and is increas-
ingly of interest to health informaticians [12].

• Adapting: The most challenging, but also most flexible
design will attempt to adapt to changes in its environ-
ment. Whether there is an attempt to embed intelligence

b
e
t
o
s
t
d
t
d
c
I
n
m
d

erate appropriate design specifications. In complex organsia-
tions, simulation tools offer great promise as they allow com-
plex emergent interactions between agents to anticipated, and
system performance to be explored under a variety of different
resource and activity conditions.

4. Meta-design theories may lead us to
adaptive socio-technical systems

So far, design has been described as a purposive act, where
designers external to an environment are given some task to
achieve, and set about understanding the environment and
shaping an artefact until the design purpose is met. Nothing is
said about who decides what is a ‘need’ or the type of solution
that is best suited to that need. Yet design itself is a social
process—what is chosen to be constructed or not constructed,
accepted or rejected, is ultimately decided by people and their
social processes [15]. Consequently, there is also scope for us
to contemplate socio-technical theories about design, or meta-
design.

One avenue for research that looks promising is to see
design, not as a remote act external to the system, but as
an emergent property of a system. The capacity for people to
develop ‘work arounds’ has long been remarked upon, where
people make technology do things that it was not intended to,
or make it work in settings never intended. A Post-it note glued
in system response though environmental feedback mea-
sures, or an attempt to allow users to select operational
modes depending upon their own assessment of their con-
text, adaptive design have an extended operating range, and
work across a number of different contexts. For example, a
data display may provide many details of a patient’s status
on the assumption it has the full attention of the clinician
using it, or it might condense the data into a very few critical
task specific indicators, knowing that an emergency is being
dealt with, and that the user is engaged in tasks which take
them away from the system. In such circumstances, keep-
ing a user ‘in-the-loop’ with changes to the data over the
last few moments might become critical, to enhance situa-
tional awareness. Such changes to a display could easily be
manually selected by a user, but could also be triggered by
sensing data coming from patient monitoring equipment in
settings like Intensive Care or surgery.

Just like design, the process of STS evaluation is shaped
y context and purpose. Many technology acceptance mod-
ls are targeted at the level of individual interactions, and
ry and assess the ‘fit’ between task, individual and technol-
gy to explain why some technologies work or fail in given
ettings [13]. However, evaluation also needs to account for
he socio-technical assumptions about context implicit in the
esign [14]. An evaluation of a safety-critical system should
hus test the context to see whether assumptions made in the
esign about likelihood of agent commitment, resources and
ompetition are reflected in the environment being evaluated.
ndeed, with a clearly articulated STS framework underpin-
ing design, it might be possible to walk into a new environ-
ent, evaluate only the environment, and make a recommen-

ation about which type of intervention will fit best, or gen-
to a computer terminal, a hand-written alteration to a printed
form, or local variations in protocols that are never written
down but implicitly understood by locals, are all forms of
work-arounds. People often will simply ‘make-do’ with these
work arounds rather than explicitly articulate a need. Con-
sequently work-arounds are implicit statements of need, and
studying them should provide a powerful way of revealing the
strengths and weaknesses of existing processes and systems,
and identifying which needs need to be addressed with new
interventions.

Work-arounds probably only happen when there is both
pressing need to make something work that is not, and some
latitude in the work place to evolve them, providing some
degree of freedom to generate novel behaviours or technical
modifications. Studying how work-arounds develop will prob-
ably show us that they evolve over time, with agents shaping
their environment, and the altered environment then shaping
agent behaviour. They will probably also show that agents will
collaborate or interact in new ways that offer improvements
over their current situation. Measuring the effort expended
in working around might tell us a lot about how important
then unmet need is, because people will be expending scarce
resources to do it.

Whenever new tools are ‘released’ into an open system
like an organization, we are thus likely to see new systems
of behaviour evolve that better meet the real needs of the
organization than the initial intervention design. Indeed, it is
likely that most complex socio-technical systems are inher-
ently self-designing, developing new behaviours and tools to
meet the goals of the whole system. Studying the period of
accommodation, from first introduction of a new intervention,
to the point of equilibrium when humans have settled on the
way they really want to use it, will say much about the real
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needs of an organization, and about the resources available to
meet these needs. Consequently, rather than simply trying to
evaluate how well people and technologies ‘fit’ when we put
them together, we may get richer insights if we study how they
try to fit together, and if we recognise more generally that in
a socio-technical system, agents and environment co-evolve
around each other, until they do fit.

Indeed, one might remark that historically information
systems have been rejected because they have been designed
somewhere external to the socio-technical system, and one
metric to predict success of any new intervention is the degree
to which the design process has been internal to the target sys-
tem. Modern methods of ‘participatory design’, for example,
are still often one step removed from this auto-design pro-
cesses, as people internal to the system are invited ‘outside’
to help outsiders build something they will then send back
‘inside’.

Finally, since people will seek novel solutions to their own
problems where there is freedom to experiment and spare
resource to innovate, then we might wonder how we can
design truly sustainable organisational systems, which have
the capacity to adapt themselves to their evolving needs. The
health system at present is one that consumes enormous
resource, and generates enormous waste, and would not meet
any criterion of sustainability. Injecting new interventions
from ‘outside’ the system, as we currently do in health infor-
matics, is itself not a sustainable approach, as the capacity

ufacture an infinite variety of ‘accommodations’, each one a
self-fitting and emergent property of different locales. One day
we may stop designing technology for people, and build socio-
technical systems that design themselves.
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